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1
Decision/action requested

This contribution proposes to add the security for the EDGE interfaces.
2
References

 [1] TR 33.558 

3
Rationale

It is proposed to add the Security for the EDGE interfaces according to the conclusion for key #6 in TR 33.839.
4
Detailed proposal

It is suggested to approve the following changes.

*************** Start of the 1st change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[xx]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[yy]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

[zz]
3GPP TS 33.187: "Security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

*************** Next change ****************

6.1
Security for the EDGE interfaces
For the interfaces (EDGE-1/4), TLS specified in TS 33.210 [xx] shall be used if HTTP protocol is selected.
For the interfaces EDGE-2/7/8, 

· if the NEF APIs is selected, security aspects of Network Exposure Function including the protection of NEF-AF interface and support of CAPIF defined in TS 33.501 clause 12 [yy] shall be reused here to protect the EDGE-2/7/8 interfaces, i.e. use of TLS.

· if the SCEF APIs is selected, the Security procedures for reference point SCEF-SCS/AS defined in TS 33.187 clause 5.5 [zz] can be reused here, i.e. use of TLS.

For the interfaces (EDGE-3/6/9), TLS shall be used as specified in TS 33.210 [xx], unless security is provided by other means, e.g. physical security. 
*************** End of the 1st change ****************

